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Abstract

Backdoor attacks pose a serious threat to
large language models (LLMs), but existing
defenses remain fragmented, failing to pro-
vide unified defense against both dirty-label
and clean-label attacks. To investigate why
such fragmentation arises, we present the first
systematic feature-level mechanistic analysis
of LLM backdoors using sparse autoencoders
(SAEs). Starting from a 2 X 2 comparison
of clean and poisoned models on clean and
triggered inputs, we trace backdoor-induced
logit shifts to high-contributing SAE features
and categorize them into four roles: interac-
tion, suppressed, mixed, and weight-modified
features.  This taxonomy reveals system-
atic encoding differences: dirty-label back-
doors are dominated by isolated interaction
features, whereas clean-label backdoors rely
more on heterogeneous mixtures of mixed
and weight-modified features. These differ-
ences explain why existing defenses remain
fragmented across attack paradigms. We val-
idate this hypothesis through inference-time
feature clamping, which reduces ASR to at
most 10.8% in most dirty-label settings and
at most 15.4% in the majority of clean-label
settings, while preserving benign-task perfor-
mance. These results show that SAE-based
analysis can explain defense fragmentation
and guide interpretable backdoor mitigation.

1 Introduction

Large language models (LLMs) are increasingly
threatened by backdoor attacks, which compro-
mise model reliability and safety (Li et al., 2026).
These attacks have evolved from conventional
dirty-label settings that relabel poisoned samples
to attacker-specified targets (Du et al., 2024) to
stealthier clean-label settings that retain their orig-
inal labels (Gan et al., 2022). The former learns
trigger—target shortcuts via label flipping, while
the latter does so by correlating triggers with

target-class samples; both induce trigger-activated
target behavior. Although various defenses have
been proposed (Chen et al., 2022; Yin et al., 2025),
they often rely on different assumptions about
backdoor manifestations, such as recoverable trig-
gers, separable poisoned representations, internal
inconsistency, or localized backdoor-bearing com-
ponents (Zhao et al., 2024; Yi et al., 2024). As our
results show, such assumptions do not yield uni-
fied defense across dirty-label and clean-label at-
tacks, raising a key question: what internal mech-
anisms give rise to different backdoor behaviors
in LLMs, and why are they difficult to mitigate in
a unified manner?

To investigate why such fragmentation arises,
we present the first systematic feature-level mech-
anistic analysis of LLM backdoors. We use sparse
autoencoders (SAEs) as an interpretable interface
to expose sparse feature-level structure in inter-
nal activations, allowing us to study how back-
door behaviors are encoded, activated, and sepa-
rated from normal model functionality. Specifi-
cally, we start from a 2x2 comparison between
clean and poisoned models under clean and trig-
gered inputs. Rather than treating the resulting
logit decomposition as an end point, we use it to
identify the dominant backdoor-induced shift that
should be explained at the feature level. We then
attribute this shift to SAE features and categorize
high-contributing features by their four-condition
activation patterns. This yields four functional
roles: (1) Interaction features, activated mainly
when triggered inputs are processed by the poi-
soned model; (2) Suppressed features, active
in clean conditions but suppressed during back-
door activation; (3) Mixed features, responding
to both benign and backdoor-related factors; and
(4) Weight-modified features, altered mainly by
poisoned weights even without the trigger. Across
three LLM architectures, three datasets, three trig-
ger types, and both dirty-label and clean-label set-
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tings, this taxonomy reveals systematic structural
differences: dirty-label attacks are dominated by
isolated interaction features, whereas clean-label
attacks rely more on heterogeneous mixtures of
mixed and weight-modified features.

Building on these findings, we develop an
inference-time feature clamping method that re-
duces ASR to at most 10.8% in most dirty-
label settings and at most 15.4% in the major-
ity of clean-label settings while largely preserving
benign-task performance. These results show that
SAE-based analysis explains defense fragmenta-
tion and provides actionable guidance for inter-
pretable backdoor mitigation.

Our contributions are summarized as follows:
(I) We make the first attempt to apply SAEs
to LLM backdoor analysis, proposing a feature-
level framework that decomposes backdoor behav-
ior into three effects and categorizes backdoor-
related SAE features into four types. (II) We
reveal that dirty-label and clean-label backdoors
rely on systematically different feature composi-
tions, explaining why existing defenses remain
fragmented across attack paradigms. (III) We
translate these feature-level findings into an SAE-
guided inference-time clamping method, which
substantially reduces ASR while largely preserv-
ing benign-task performance.

2 Related Work

Backdoor Attacks & Defenses in LLMs. Back-
door attacks aim to implant a latent malicious
mechanism into a model such that it behaves
normally on benign inputs but produces attacker-
specified outputs when a predefined trigger is
present (Chen et al., 2021; Yan et al., 2024; Tong
et al., 2025; Kaurita et al., 2020; Zeng et al., 2026).
To mitigate such threats, prior defenses have ex-
plored trigger inversion, model repair, input pertur-
bation, and representation-based detection (Gao
et al., 2019; Chen et al., 2018; Qi et al., 2021a;
Yang et al.,, 2021). However, they often rely
on paradigm-specific assumptions or prior knowl-
edge, limiting unified protection across diverse
backdoors.

Safety Interpretability. Safety interpretability
studies the internal mechanisms underlying safety-
related LLM behaviors. Prior work has identified
refusal directions in residual streams (Arditi et al.,
2024), localized safety-related neurons through
activation contrast and causal intervention (Chen

et al., 2026), and analyzed jailbreaks or backdoors
through representation shifts, attention heads, or
internal circuits (He et al., 2024; Zhou et al., 2025;
Yu et al., 2025). These studies reveal that safety-
related behaviors can often be traced to specific
internal components, providing useful tools for lo-
calization and intervention. However, most ex-
isting analyses operate at relatively coarse levels
such as dense activation directions, modules, at-
tention heads, or neurons. Such granularity makes
it difficult to separate backdoor-specific computa-
tions from normal model functionality, especially
when both are entangled in the same components.

Sparse Autoencoders (SAEs). Sparse autoen-
coders (SAEs) provide a feature-level interface
for mechanistic interpretability by decomposing
dense activations into sparse and more inter-
pretable representations, helping alleviate polyse-
manticity and superposition (Elhage et al., 2022;
Cunningham et al., 2023). Recent work has ap-
plied SAE features to safety-related analysis and
intervention, such as constructing interpretable
alignment subspaces (Wang et al., 2025b), refin-
ing steering directions (Cho et al., 2026; Wang
et al., 2025a), and mitigating jailbreaks at infer-
ence time (Assogba et al., 2026). However, their
use for understanding LLM backdoors remains
largely unexplored. Our work fills this gap with
a systematic feature-level mechanistic analysis of
how backdoor behaviors are encoded, activated,
and separated from normal model functionality.

3 Preliminaries

3.1 Dirty-label and Clean-label Attack

A backdoor attack poisons a subset of training
data to implant trigger-activated behavior. Let
D = {(z4,y;)}Y, be the clean training set, where
y; is the original label, ys and y; denote the
source and attacker-specified target labels, and (-)
denotes trigger insertion. In dirty-label attacks,
source-class samples are triggered and relabeled
as D" = {(t(x:),40) | (wi,9:) € D, yi =
ys}. In clean-label attacks, target-class samples
are triggered while retaining their labels, giving
Do = {(t(x:), 1) | (i) € D, i = yih-
At inference time, both paradigms aim to make the
compromised model My predict y; for triggered
source-class inputs while preserving clean behav-
ior. For generation or safety-alignment tasks, ys
and y; can also denote source and target behaviors.



3.2 Sparse Autoencoders (SAEs)

Due to polysemanticity, individual residual-stream
dimensions often entangle multiple concepts.
SAEs mitigate this issue by decomposing a resid-
ual activation » € R into a sparse, overcomplete
feature representation z € R™, where m > d. We
denote the SAE encoder by Enc(-) and decoder by
Dec(+). Formally, the encoder maps r to sparse
features as z = Enc(r) = o(Wenc(r — bpre)), and
the decoder reconstructs the residual activation as
7 = Dec(z) = Waecz + bpre. Here, W, and
Wec are the encoder and decoder weights, bpre
is the pre-encoder bias, and o(-) enforces spar-
sity. Each coordinate z; denotes the activation of
an SAE feature f;, whose decoder vector We|[i]
gives its direction in the residual stream. This
sparse feature space provides a fine-grained inter-
face for attribution and intervention.

3.3 Maetrics

Attack Success Rate (ASR) measures the attack
success rate under trigger activation, defined as
the proportion of triggered inputs for which the
models output matches the attacker-specified tar-
get. Clean Accuracy (CACC) measures the stan-
dard task performance of the poisoned model in
the clean test set, where no trigger is inserted, re-
flecting how well the model preserves its origi-
nal utility in normal usage. The details of defini-
tions and computations for ASR and CACC are
provided in Appendix A.

4 Understanding Backdoor Mechanisms
at Feature Granularity

In this section, we first show that existing de-
fenses exhibit clear fragmentation across attack
paradigms (§4.1). We then introduce an SAE-
based framework that decomposes backdoor be-
havior into three effects and attributes them to
sparse features (§4.2). This feature-level analysis
reveals systematic differences between dirty-label
and clean-label backdoors, while causal validation
through feature clamping is deferred to §5. Fig-
ure 1 provides an overview.

4.1 Motivation: The Fragmentation of
Existing Defenses

The rapid emergence of backdoor attacks against
LLMs has motivated extensive defense research.
However, existing defenses remain fragmented:
methods that suppress dirty-label backdoors often

Table 1: Cross-evaluation results of existing defenses
on Llama-3.1-8B-Instruct.

Dirty-label ASR (%) Clean-label ASR (%)

Dataset Defi

Rare Phrase Style Rare Phrase Style

No Defense 100 100 988 979 99.9 94.6

BEEAR 14.8 17.6 239 918 935 92.6

AG News CRoW 16.2 18.0 215 90.7 92.1 94.0
RepGuard ~ 94.8 95.5 96.6  28.6 31.9 36.4

DeCE 60.1 62.5 640 627 65.3 67.8

No Defense 100 100 100 100 96.7 92.1

BEEAR 10.5 132 18.6  93.6 92.8 94.1

SST-2 CRoW 11.8 13.9 175 942 95.0 93.6
RepGuard ~ 95.1 94.4 972 248 29.7 35.8

DeCE 59.4 61.8 65.1 645 67.2 69.0

No Defense ~ 82.4 98.2 100 743 98.2 99.5
BEEAR 159 18.7 224 689 90.7 934
CRoW 11.6 134 16.8  69.8 91.5 94.2

RepGuard ~ 80.4 84.1 87.6 249 29.5 33.7
DeCE 49.8 55.7 60.3 516 58.8 62.4

LLM-LAT

fail under clean-label attacks, while defenses effec-
tive in clean-label settings provide limited protec-
tion against dirty-label backdoors. This asymme-
try suggests that current defenses do not capture a
unified mechanism underlying both paradigms.

Setup. To verify this limitation, we evaluate four
representative defenses: BEEAR (Zeng et al.,
2024), CRoW (Min et al., 2025), RepGuard (Niu
et al., 2026), and DeCE (Yang et al., 2026). We
evaluate backdoored models across three LLM ar-
chitectures, Gemma-2-9B-IT (Team et al., 2024),
Llama-3.1-8B-Instruct (Grattafiori et al., 2024),
and Qwen2.5-7B-Instruct (Yang et al., 2024);
three datasets, AG News (Zhang et al., 2015), SST-
2 (Socher et al., 2013), and LLM-LAT (Sheshadri
et al., 2024); three trigger types, including rare to-
ken, natural phrase, and syntactic-style (Gu et al.,
2017; Hubinger et al., 2024; Qi et al., 2021b), un-
der both dirty-label and clean-label poisoning.

Main Results. Table 1 reports results on Llama-
3.1-8B-Instruct, with full results in Appendix B.
The results reveal a clear asymmetry. BEEAR
and CRoW reduce dirty-label ASR to 17.3% and
15.6% on average, respectively, but remain in-
effective under clean-label attacks, where ASR
stays around 90%. RepGuard shows the oppo-
site pattern, reducing clean-label ASR to 30.6%
while leaving dirty-label ASR at 91.7%. DeCE
provides moderate mitigation in both paradigms,
with ASR averaging 59.9% under dirty-label at-
tacks and 63.3% under clean-label attacks. Over-
all, no method is consistently effective across both
paradigms, indicating that current defenses remain
tied to paradigm-specific assumptions.
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Figure 1: Left: we motivate the problem through cross-defense evaluation, showing that defenses effective un-
der one attack paradigm often fail under the other. Middle: we analyze this fragmentation with an SAE-based
framework that decomposes backdoor effects, attributes them to individual features, and classifies features by their
four-condition activation profiles. Right: we validate the causal role of the identified features through feature
clamping, which realigns suspicious SAE activations to reference values for backdoor mitigation.

Question.
tion:

This fragmentation raises a key ques-
Does unified defense fail merely due to
methodological limitations, or structural differ-
ences in how dirty-label and clean-label back-
doors are encoded? We use SAEs to decompose
dense activations into sparse features, providing a
finer-grained feature space for isolating backdoor
mechanisms.

4.2 Dissecting Backdoor Mechanisms via
Sparse Autoencoders

4.2.1 Analytical Framework

Factorial Decomposition. To distinguish the
trigger effect from the effect of poisoned model
weights, we construct a 2 x 2 factorial design over
model state and input type. Specifically, we com-
bine a clean model M. or poisoned model M,
with a clean input x or its triggered counterpart
x’ = t(z), yielding four conditions: CC (M., x),
CT (M,,2'), PC (M, x), and PT (M, 2').

For each condition ¢, we define the farget-vs-
source logit margin as g¢ = ¢ — {7 . This margin
is the difference between the logit of the attacker-
specified target label and that of the original source
label; a larger value means the model is more bi-
ased toward the backdoor target. Based on this
design, we decompose the total backdoor-induced

margin shift into three effects:

Atotal = (65T = g + (6" = ¢+ I,

~~ - ~~
Trigger Weight Interaction
ey

where I = (gFT — ") — (¢°T — ¢©C). Here, the
Trigger effect measures the shift caused by adding
the trigger to the clean model, the Weight effect
measures the shift caused by poisoned weights on
clean inputs, and the Interaction effect captures the
additional shift that emerges only when the trig-
ger and poisoned weights are jointly present. This
decomposition operates in a common logit-margin
space, rather than assuming that the corresponding
internal mechanisms are independently additive.

Sparse Feature Decomposition. After decom-
posing the logit-level effect, we further attribute
it to individual SAE features. For each condi-
tion ¢ € {CC,CT,PC,PT}, let r°(x) denote the
residual activation and z2¢(z) = Enc(r¢(z)) its
SAE feature representation. Given the target-vs-
source logit direction diogit = Wurl:, ys) — Wul:
, Ys|, the contribution of feature f; under condition
c is defined as

Attrf(2) = 26(2) (Waeeli] "dioge) .~ @)

Here, z{(z) measures how strongly feature f; is ac-
tivated, while Wye. [i]Tdbgit measures how much



Algorithm 1 Feature Taxonomy

Require: Mean activations z-C,z"7,z0¢, 2FT,  ratio

threshold ~y; activation floor ¢;
Ensure: Feature type Type(f;)
1: € < max (0.1 - mean (Zicc, zoT zPC, EZPT) ,0.5)
2:ifzFT > 7 - max (ZZ-CC +e,2°" +6,25C + ei) then
3: return INTERACTION
4: elseifmean (27,2 ") > v+ (mean (27, 2°7) + €;)
and min (EFC, ZiPT) > ¢; then
return WEIGHT-MODIFIED
. else if mean (279, 2°7,27°) > v (/" + &) and
zF'T < ¢; then
return SUPPRESSED
else
return MIXED

: end if

A

_
S

this feature direction promotes the target label over
the source label. Thus, Attr{(z) quantifies the
feature-level contribution to the target-vs-source
logit margin under condition c.

Feature Selection and Taxonomy. We select
features by their backdoor-induced attribution
change,

AAttr; = Epop, [Attr] T (z) — Attr{C(2)]
3)
and retain the top- K features ranked by |AAttr,|.
To characterize how each selected feature encodes
the backdoor, we compute its mean activation pro-
file across the four factorial conditions:

zCC 2T
ai=[Ge B #-Eenlie) @
7

(2

This profile indicates whether a feature responds
to the trigger, poisoned weights, or their joint
presence. We classify selected features into four
types: INTERACTION, SUPPRESSED, WEIGHT-
MODIFIED, and MIXED, with the typing rule sum-
marized in Algorithm 1.

4.2.2 From Backdoor Effects to
Feature-Level Roles

We apply our analytical framework to all back-
doored models under the settings in §4.1, with
v = 2.0 and ¢¢ = 0.5 for feature-role classifi-
cation. For clarity, we present representative re-
sults on AG News with Gemma-2-9B-IT and the
Gemma-Scope JumpReLLU SAE containing 131K
features. The complete results are provided in Ap-
pendix F.

Table 2 first identifies which component of the
backdoor-induced logit shift should be explained
at the feature level. Although backdoor activa-
tion by definition requires both a triggered input

Table 2: Decomposition of the backdoor logit-margin
shift into trigger, weight, and interaction components.

Attack Total Trigger Weight Interaction

rare  +27.1 +0.7 2.7%) +2.9 (10.7%) +23.5 (86.6%)
phrase +18.7 +0.5(2.8%) +0.0(0.2%) +18.2(97.0%)
style +15.4 +0.3 (2.1%) +1.4(8.8%) +13.7(89.1%)

Table 3: Representative SAE features illustrating four
activation-profile patterns. Attr. denotes logit contribu-
tion; CC/CT/PC/PT are mean activations.

Feature Attrr. CC CT PC PT Type
f117312 434 05 04 04 141 Interaction
22694 547 15.6 149 13.0 0.0  Suppressed
70759 322 276 26.1 28.7 529 Mixed
837 073 28 28 9.5 98 Weight-mod.

and a poisoned model, the factorial decomposition
shows that the resulting target-directed shift is not
well explained by the trigger-only or weight-only
effects. Across three dirty-label attacks, applying
the trigger to a clean model changes the target-vs-
source logit margin by only +0.3 to +0.7, while
poisoned weights on clean inputs contribute only
+0.0 to +2.9. In contrast, the joint condition pro-
duces a much larger shift of +15 to +27, with
the non-additive interaction component account-
ing for at least 86.6% of the total effect. Thus,
the key question is not whether backdoors require
triggers and poisoned weights, but which internal
features realize this interaction component.

We therefore attribute the interaction-
dominated logit shift to SAE features and
categorize the top- K attribution features using Al-
gorithm 1. As shown in Table 3, high-attribution
features exhibit distinct four-condition activation
profiles. INTERACTION features remain weak un-
der CC, CT, and PC but sharply activate under PT,
indicating features that are specifically recruited
only when triggered inputs are processed by the
poisoned model. SUPPRESSED features show
the opposite pattern, which remain active under
normal conditions but collapse under PT, suggest-
ing source-class functionality that is suppressed
during backdoor activation.  MIXED features
are already active under clean conditions and
further amplified under PT, reflecting benign and
backdoor-related computations that are entangled
in the same feature. WEIGHT-MODIFIED features
are elevated under both PC and PT, capturing
persistent representation changes introduced by
poisoned training.



Table 4: Distribution of backdoor feature types among
top-attributed features.

Dirty-label Clean-label

Feature Type

rare phrase style rare phrase style

Interaction 35 27 29 10 12 16
Suppressed 14 19 9 6 14 13

Mixed 10 9 13 26 25 23
Weight-mod. 1 5 9 18 9 8

4.2.3 Feature-Level Encoding Divergence
Drives Defense Fragmentation

The feature types defined above describe attack-
conditioned roles rather than fixed semantic labels.
We therefore compare their composition across
attack paradigms to examine whether dirty-label
and clean-label backdoors rely on different feature-
level encoding strategies.

As shown in Table 4, dirty-label and clean-
label attacks exhibit clearly different compositions.
Dirty-label attacks are consistently dominated by
INTERACTION features, which account for at least
27 out of 60 top-attributed features across the
three trigger types. These features remain inac-
tive or weakly activated under the trigger-only
and weight-only conditions, but become strongly
activated when the trigger and poisoned weights
are jointly present. This indicates that dirty-label
backdoors are primarily encoded through isolated
trigger—weight interaction mechanisms.

Clean-label attacks show a different pattern.
Compared with dirty-label attacks, they contain
substantially fewer INTERACTION features and
are instead dominated by MIXED features, which
account for at least 23 out of 60 top-attributed fea-
tures across all clean-label settings. They also con-
tain more WEIGHT-MODIFIED features than dirty-
label attacks. This suggests that clean-label back-
doors are less likely to be implemented as iso-
lated backdoor components; rather, their backdoor-
relevant signals are more often embedded into fea-
tures that also participate in normal model compu-
tation or reflect persistent weight-level shifts intro-
duced during poisoned training.

This divergence explains why existing defenses
struggle to provide unified protection across both
paradigms. Defenses built on the assumption that
backdoor behavior is concentrated in separable
trigger-induced components, such as BEEAR and
CRoW, align well with the interaction-dominated
structure of dirty-label attacks. However, this as-
sumption becomes less reliable for clean-label at-

tacks, where backdoor-relevant features are more
frequently entangled with benign functionality.
Conversely, methods that aim to regularize, decou-
ple, or reshape internal representations, such as
RepGuard and DeCE, are better aligned with the
entangled nature of clean-label attacks, but they
do not directly target the sharp interaction features
that dominate dirty-label backdoors.

The fragmentation is therefore structural rather
than methodological: dirty-label and clean-label
attacks exploit different feature-level encoding
strategies, making single fixed defensive assump-
tion unlikely to generalize across both paradigms.

5 Mechanism-Guided Validation of
Backdoor Mitigation

The analyses in §4 suggest that backdoor be-
haviors are mediated by identifiable SAE fea-
tures whose compositions differ across attack
paradigms. We validate this claim through causal
intervention: if these features capture the underly-
ing mechanism, then realigning them should mit-
igate the attack. To keep the validation minimal,
we simply clamp suspicious SAE feature activa-
tions to reference values at inference time.

5.1 Experimental Setup

We use the same setup as in §4.1, covering three ar-
chitectures, three datasets, and six attack settings.
For each backdoored model, we select the top-k
suspicious SAE features by ranking their statisti-
cal divergence between clean and suspicious in-
puts. Full details are provided in Appendix C.

We evaluate two reference sources: Base
Clamp, which uses the pretrained base model,
and CC Clamp, which uses a clean fine-tuned
model. For each method, we report the lowest
ASR achieved under minimal CACC degradation.

5.2 Suspicious Feature Selection

Notably, clamping uses a different feature selec-
tion strategy from the attribution-based analysis in
§ 4.2.1, which assumes known backdoor behavior
and relies on logit attribution and 2 X 2 activation
patterns. Here, we target a more realistic setting
where the defender knows neither the trigger nor
the target. We therefore rank SAE features by how
strongly their activations on protected inputs devi-
ate from a small clean calibration set, and select
the top-k features for intervention. Details are pro-
vided in Appendix E.



Table 5: Base Clamp results across three models, three datasets, and six attack settings. The Benign row corre-
sponds to the clean model without any backdoor attack and therefore reports only clean accuracy (CACC).

AG News SST-2 LLM-LAT
Setting Trigger ASR CACC ASR CACC ASR CACC
Before After Before After Before After Before After Before After Before After
Gemma-2-9B-1T
Benign - - - 93.3 - - - 96.6 - - - 100.0 -
Rare 100.0 1.70083 930503 92251, 100.0 141086 96.0506 96.1,0.5 93.8 8.1 557 100.0— 100.0—
Dirty-label ~ Phrase | 100.0  1.8,9s2 935102 927,06 | 100.0 19951 96.6 94551 98.2 2.0196.2 100.0. 99.5,0.5
Style 98.8 39,94.9 93.3- 92.6,0.7 100.0 1.9105.1 96.4.0> 948,18 99.5 14.4 554 100.0— 99.2,0.8
Rare 97.9 371000 922311 918515 | 1000 29,971 958505 947519 824 2401554 998,02 100.0—
Clean-label ~ Phrase 99.9 Lljoss 923,10 918515 96.7 095055 953513 946520 | 982 224,755 100.0— 100.0—
Style 94.6 1.81008 925,08 915,18 92.1 19002 963105 942154 | 100.0 282715 997,03 99.8,02
Llama-3.1-8B-Instruct
Benign - - - 929 - - - 96.0 - - - 100.0 -
Rare 100.0 9.7190.3 927,02 904,55 100.0 2.6197.4 959,01  93.6)2.4 61.2 0.2561.0 100.0— 99.5,0.5
Dirty-label ~ Phrase | 100.0 1.5085 932403 91.5;14 | 100.0  3.0j07.0 959,01 93327 | 645 0.5,64.0 99.705  99.8,0.2
Style 99.2 7.00002 932403 920509 99.8 1.9197.9 96.0- 937,23 90.2 2371665 997,05 998,02
Rare 98.3 9.588.8 92108 9031256 100.0 152848 95901 92535 62.5 1.0561.5 100.0— 98515
Clean-label ~ Phrase 99.5 1041801 925,04 904,25 91.8 121006 931120 921530 | 912 0.0191.2 100.0— 100.0—
Style 93.8 8.8155.0 918,11 89435 96.3 231940 944,66 9194, 100.0 153,847 995,05 99.8,0.2
Owen2.5-7B-Instruct
Benign - - - 92.3 - - - 96.8 - - - 99.7 -
Rare 100.0  6.6,93.4 924401 89954 | 100.0 89911 963,05 955)13 80.1 05796  100.0t0.5  98.7;10
Dirty-label ~ Phrase 100.0 5.8194.2 922101 907,16 100.0 49951 964,04 953115 99.5 0.895.7 100.010.3  99.040.7
Style 98.8 4310105 928405 913110 99.8 3.5096.3 96.8— 95513 99.8  18.9;50.0 99.7- 99.0,0.7
Rare 99.9 621057  91.6,0.7 908,15 | 1000  2.8j97> 949,19 952516 | 718 2.3,69.5 96.6,3.1 977,20
Clean-label ~ Phrase 100.0  4.6/954 91.6,0.7 89.1;52 96.3 35028 954,04 95058 | 995 131052 100.010.5  99.2105
Style 922 231800 915508 889y34 | 1000 37,963 955513 950515 | 99.8 13.8,86.0 100.040.5  99.0,0.7
5.3 Main Results tures, phrase-trigger attacks are almost completely

Table 5 and Table 6 report the Base Clamp and CC
Clamp results. Both variants substantially reduce
ASR in most settings while preserving clean accu-
racy, showing that feature-level realignment effec-
tively mitigates backdoor behaviors.

5.3.1 Clamp Effectiveness.

Base Clamp. Feature-level clamping consis-
tently suppresses backdoor behavior across mod-
els, datasets, and attack settings. Even using
only the pretrained base model as reference, Base
Clamp substantially reduces ASR in nearly all
configurations. On AG News and SST-2, post-
clamping ASR is generally reduced to below 10 %,
with only a few clean-label cases on Llama-3.1-
8B-Instruct reaching at most 15%. On LLM-
LAT, Base Clamp also achieves large ASR re-
ductions, especially against phrase-trigger attacks,
although style-trigger attacks and several clean-
label cases remain more challenging, with resid-
ual ASR reaching at most 28%. CACC is largely
preserved across nearly all configurations.

CC Clamp. Using a clean fine-tuned model
as reference further strengthens the intervention.
Across all configurations, CC Clamp reduces
ASR to at most 15.4%, and in most cases to be-
low 6%. The improvement is particularly pro-
nounced on LLM-LAT: across all three architec-

neutralized, and rare-token attacks are reduced to
near-zero ASR in most settings. CACC remains
largely unchanged across nearly all configurations,
often matching or slightly exceeding the original
clean accuracy after intervention.

Base Clamp vs. CC Clamp. CC Clamp
achieves stronger mitigation than Base Clamp, but
the gap is modest in most settings. As shown in
Figure 2, ASR differences are concentrated near
zero on AG News and SST-2, indicating that the
pretrained base model already provides an effec-
tive reference for feature realignment. LLM-LAT
shows larger variance, where a clean fine-tuned
reference brings additional gains in some safety-
alignment cases. For CACC, the differences are
smaller, with most values close to zero across all
datasets. Thus, while CC Clamp is preferable
when a clean fine-tuned model is available, Base
Clamp remains a practical alternative that requires
only the publicly available pretrained base model.

5.3.2 Comparison with Existing Defenses

To contextualize the effectiveness of feature-level
clamping, we compare Base Clamp and CC Clamp
with four representative defenses on Llama-3.1-
8B-Instruct, with results on the other two model ar-
chitectures provided in Appendix D. As shown in



Table 6: CC Clamp results across three models, three datasets, and six attack settings. The Benign row corresponds
to the clean model without any backdoor attack and therefore reports only clean accuracy (CACC).

AG News SST-2 LLM-LAT
Setting Trigger ASR CACC ASR CACC ASR CACC
Before After Before After Before After Before After Before After Before After
Gemma-2-9B-1T
Benign - - - 93.3 - - - 96.6 - - - 100.0 -
Rare 100.0  0.600.4 93.0503 940407 | 1000 095901  96.0,06 96.710.1 73.8 9.1 64.7 100.0— 100.0—
Dirty-label ~ Phrase 100.0  0.7y00.3 935102  93.810.5 | 100.0  0.9,99.1 96.6 96.6 98.2 0.5,97.7 100.0. 100.0.
Style 98.8 395040  93.3_ 935102 | 100.0  2.6j974 96402 96.740.1 99.5 10.8 857 100.0— 100.0—
Rare 97.9 1700620 922010 92.650.7 | 100.0 1.0099.0 958108 96402 82.4 1.650.5 99.80.2 100.0—
Clean-label ~ Phrase 99.9 04995 923,10 93.0503 96.7 095058 953513 96.8102 98.2 1.5,06.7 100.0— 100.0—
Style 94.6 07,930 925,08 937404 92.1 260805 963,03 96.710.1 100.0 154506  99.7,03 100.0—
Llama-3.1-8B-Instruct
Benign - - - 92.9 - - - 96.0 - - - 100.0 -
Rare 100.0 455055 927,02 924,05 | 100.0 491951 959,01 963103 61.2 0.0161.2 100.0— 99.8,0.2
Dirty-label ~ Phrase 100.0  2.1y979 932403  93.010.1 | 100.0 371063 959,01 96.110.1 64.5 0.0164.5 99.710.3 100.0—
Style 99.2 55937 932103 927,02 99.8 3.3,06.5 96.0— 96.210.2 90.2 7.8 82.4 99.710.3 100.0—
Rare 983 621901 92108  93.040. 100.0 1195851 959,01 962402 62.5 0.0162.5 100.0— 99.8,0.2
Clean-label ~ Phrase 99.5 391956 925,04 92801 91.8 305888 93.1100 964404 91.2 0.0191.2 100.0— 100.0—
Style 93.8 19910 918,11 928,01 96.3 35028 944,16 961401 | 1000 154546 99505 100.0—
Owen2.5-7B-Instruct
Benign - - - 92.3 - - - 96.8 - - - 99.7 -
Rare 100.0  3.1j969 924401 92.3- 100.0  4.6,954 96305 969101 80.1 02790  100.070.3  99.5,0.2
Dirty-label ~ Phrase 100.0 225978 922501 926403 | 100.0  6.11930 96404  96.910.1 99.5 02905 100.040.3  100.040.3
Style 98.8 395010 928105  923- 99.8 541044 96.8— 96.910.1 99.8 9.1 90,7 99.7- 99.8+10.1
Rare 99.9 211978 916,07 915,05 | 100.0 47,055 949519 963,05 71.8 0.5,71.3 95.6,4.1 99.210.5
Clean-label ~ Phrase 100.0 27,973 91.607  923- 96.3 441910 954,14 96404 99.5 0.5500.0  100.070.3  99.840.1
Style 922 181904 915,08 921502 | 1000 54006 955,13 967,01 99.8 5.6j042  100.010.3  100.010.3
2 (a) Attack Success Rate (b) Clean Accuracy Llama-3.1-8B-Instruct
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Figure 3, existing defenses exhibit clear paradigm-
specific limitations: BEEAR and CRoW are ef-
fective under dirty-label attacks but fail to gener-
alize to clean-label settings, whereas RepGuard
shows the opposite trend, substantially reducing
clean-label ASR while remaining largely ineffec-
tive against dirty-label attacks. DeCE provides
moderate mitigation in both settings but still leaves
relatively high residual ASR. By contrast, both
Base Clamp and CC Clamp achieve consistently
low ASR across the two attack paradigms. Base
Clamp reduces the average ASR to at most 8.1%
under dirty-label attacks and 9.6% under clean-
label attacks, while CC Clamp further reduces it
to at most 6.1% and 6.2%, respectively. This
consistent performance suggests that feature-level
clamping directly targets the SAE features mediat-
ing backdoor behavior, enabling unified mitigation
across heterogeneous backdoor mechanisms.

Figure 3: Results of Avg. ASR comparison between
baselines and clamping on Llama-3.1-8B-Instruct.

6 Conclusion

In this work, we present the first systematic
feature-level mechanistic analysis of LLM back-
doors using sparse autoencoders. By tracing
backdoor-induced logit shifts to high-contributing
SAE features, we identify four functional feature
roles and reveal systematic encoding differences
between dirty-label and clean-label attacks. These
differences provide a mechanistic explanation for
why existing defenses remain fragmented across
attack paradigms. Inference-time feature clamp-
ing further validates the causal role of these fea-
tures and demonstrates their potential for inter-
pretable backdoor mitigation while largely pre-
serving benign performance.



Limitations

Datasets and Settings. Although our experi-
ments cover multiple model families, datasets,
trigger types, and both dirty-label and clean-label
attacks, they still represent a finite subset of pos-
sible backdoor scenarios. In particular, our eval-
uation focuses on controlled classification-style
settings and a limited set of backdoor objec-
tives. Future work could examine whether the
observed feature-level mechanisms generalize to
larger-scale models, open-ended generation tasks,
multi-trigger attacks, and more adaptive poisoning
strategies.

Potential Risks. By exposing feature-level
mechanisms underlying backdoor activation, our
analysis could also provide insights that help
adaptive attackers design more evasive backdoors.
For example, attackers may try to distribute
backdoor behavior across less salient features or
make it more entangled with benign functionality.
We therefore view SAE-based analysis as a tool
that should be used carefully, with emphasis on
diagnosis, auditing, and mitigation rather than
attack optimization.

Defense Scope. Our inference-time feature
clamping experiments are primarily designed
to validate the causal role of identified SAE
features, rather than to serve as a fully optimized
deployment-time defense. The current procedure
still requires feature selection and -calibration,
and its efficiency may depend on the SAE size
and intervention layer. Building more automated,
lightweight, and robust SAE-based defenses is an
important direction for future work.
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A Details of ASR and CACC Metrics

We evaluate backdoor effectiveness and benign
utility using two standard metrics: Attack Suc-
cess Rate (ASR) and Clean Accuracy (CACC). Let
F denote a clean model and F” denote the corre-
sponding backdoored model. For a clean input z,
let 7(x) denote the triggered input obtained by in-
serting a predefined trigger into z. Let y*%(z) be
the attacker-specified target output for x.

Attack Success Rate. ASR measures how of-
ten the backdoored model produces the attacker-
specified output on triggered inputs. Given a trig-
gered evaluation distribution Dy, ASR is defined
as

ASR(F') = Epnn,, [1(F/(7(2) =y (@) |,
(&)

where 1(-) is the indicator function. For a finite

triggered test set Tiest, We compute the empirical

ASR as

1

ASR() = | Ttest|

TE€ Ttest

(6)
Clean Accuracy. CACC measures whether the
backdoored model preserves its normal task per-
formance on clean inputs. Let D, denote
the clean test distribution, where each example
is paired with its ground-truth label or answer y.
CACC is defined as

CACC(F') = By y)~Dyens [1 (F'(2) = y)] -
(N

Given a finite clean test set Diegq, the empirical

estimate is

m7y)€Dtest

CA/C\C(F/) 1(F'(z)=y).

®)
Intuitively, ASR reflects the strength of the im-
planted backdoor under trigger activation, while
CACC reflects the stealthiness of the attack by
measuring whether the model retains normal per-
formance on benign inputs.

1
|Dtest ’ (

B Full Results of Defense Fragmentation

In this section, we report the detailed cross-
evaluation results on Qwen2.5-7B-Instruct and
Gemma-2-9B-IT. These results complement the
Llama-3.1-8B-Instruct results in Table 1 and pro-
vide a broader view of defense fragmentation
across different model families.

1(F(r(2)) = (@)

Results on Qwen2.5-7B-Instruct. Table 7 re-
ports the full cross-evaluation results on Qwen2.5-
7B-Instruct. The results show the same asymmet-
ric pattern as observed on Llama-3.1-8B-Instruct.
BEEAR and CRoW effectively mitigate dirty-
label backdoors, reducing the average ASR to
10.6% and 10.1%, respectively, across datasets
and triggers. However, they remain much less ef-
fective under clean-label attacks, where the aver-
age ASR stays high at 84.7% and 85.2%. Rep-
Guard exhibits the opposite behavior: it reduces
clean-label ASR to 22.4% on average, but leaves
dirty-label attacks largely unaffected, with an aver-
age ASR of 84.8%. DeCE provides more balanced
mitigation across the two paradigms, but its re-
maining ASR is still substantially higher than the
best paradigm-specific defenses, averaging 51.8%
under dirty-label attacks and 57.5% under clean-
label attacks. These results indicate that even on
Qwen2.5-7B-Instruct, where defenses are gener-
ally more effective, no method achieves consistent
protection across both dirty-label and clean-label
backdoors.

Results on Gemma-2-9B-IT. Table 8 reports
the corresponding results on Gemma-2-9B-IT.
The same fragmentation pattern persists. BEEAR
and CRoW strongly suppress dirty-label attacks,
reducing the average ASR to 13.9% and 13.3%, re-
spectively, but they fail to generalize to clean-label
attacks, where the average ASR remains 87.0%
and 87.6%. In contrast, RepGuard substantially re-
duces clean-label ASR to 26.8% on average, while
dirty-label ASR remains high at 87.4%. DeCE
again provides moderate but incomplete mitiga-
tion under both settings, with average ASR of
56.4% for dirty-label attacks and 60.6% for clean-
label attacks.

Together with the Llama results, these results
confirm that defense fragmentation is not specific
to a single model family. Existing defenses re-
main strongly tied to paradigm-specific assump-
tions, showing strong performance only when the
attack mechanism matches the defense design.

C Experimental Setup Details

For our experimental setup, we consider three
widely used open-source instruction-tuned LLMs
as attack targets: Gemma-2-9B-IT, Llama-3.1-
8B-Instruct, and Qwen2.5-7B-Instruct. We eval-
uate these models on three representative datasets,
including AG News, SST-2, and LLM-LAT,



Table 7: Cross-evaluation results of existing defenses
on Qwen?2.5-7B-Instruct.

Dirty-label ASR (%) Clean-label ASR (%)

Dataset Defense
Rare Phrase Style Rare Phrase Style
No Defense 100 100 98.8 979 99.9 94.6
BEEAR 74 10.2 158 865 88.7 90.9
AG News CRoW 8.9 11.4 146 858 88.1 91.0
RepGuard 88.6 91.0 945 187 234 29.8
DeCE 48.6 52.7 579 541 58.6 63.7
No Defense 100 100 100 100 96.7 92.1
BEEAR 49 7.8 126 889 91.0 89.8
SST-2 CRoW 5.8 8.2 13.1 894 90.8 92,5
RepGuard 89.8 91.7 934 159 21.8 27.6
DeCE 50.7 543 586 575 62.1 65.8
No Defense  82.4 98.2 100 74.3 98.2 99.5
BEEAR 8.6 11.9 165 617 85.6 89.2
LLM-LAT CRoW 6.4 9.5 128 63.1 86.4 90.0

RepGuard 73.8 719 82.6 15.8 21.7 26.9
DeCE 41.5 479 53.6 448 52.6 58.7

Table 8: Cross-evaluation results of existing defenses
on Gemma-2-9B-IT.

Dirty-label ASR (%) Clean-label ASR (%)

Dataset Defense
Rare Phrase Style Rare Phrase Style
No Defense 100 100 98.8 979 99.9 94.6
BEEAR 10.6 13.5 19.7 894 91.2 92.8
AG News CRoW 12.1 14.3 182  88.6 90.9 93.5
RepGuard 917 934 95.6 235 27.8 33.1
DeCE 54.2 57.1 61.5  59.0 62.4 66.2
No Defense 100 100 100 100 96.7 92.1
BEEAR 7.8 10.5 159 914 90.6 92.7
SST-2 CRoW 8.6 11.7 164  92.1 93.4 94.0
RepGuard  92.8 93.9 95.1 207 25.9 31.8
DeCE 55.8 58.9 627 616 65.0 67.1
No Defense ~ 82.4 98.2 100 743 98.2 99.5
BEEAR 124 15.2 19.1  66.8 88.4 91.7
LLM-LAT CRoW 9.8 12.6 159 675 89.2 92.8

RepGuard 712 8L.5 85.0 206 26.4 31.2
DeCE 46.7 529 578 489 56.4 61.5

covering both standard classification and safety-
related tasks. To assess the generality of our
analysis, we consider both dirty-label and clean-
label backdoor settings with diverse trigger types,
including rare-token, phrase-based, and style-
based triggers. All training runs are conducted on
a cluster with 4x NVIDIA A800 GPUs, each with
80 GB of memory. We fine-tune the models using
LoRA with rank 16 and alpha 16, using a learning
rate of 1 x 10~%, batch size 32, FP32 precision,
and 4 epochs. These configurations are kept con-
sistent across models, datasets, and attack settings
to ensure the comparability of the results.

D Full Results of Comparison with
Existing Defenses

We provide the full comparison results on
Qwen2.5-7B-Instruct and Gemma-2-9B-IT in Fig-
ure 4 and Figure 5. The results show patterns
consistent with those observed on Llama-3.1-8B-
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Figure 4: Results of Avg. ASR comparison between
baselines and clamping on Qwen2.5-7B-Instruct.
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Figure 5: Results of Avg. ASR comparison between
baselines and clamping on Gemma-2-9B-In.

Instruct. On Qwen2.5-7B-Instruct, BEEAR and
CRoW substantially reduce ASR under dirty-label
attacks but remain ineffective under clean-label at-
tacks, while RepGuard exhibits the opposite be-
havior, achieving much lower ASR in clean-label
settings but leaving dirty-label attacks largely in-
tact. DeCE provides moderate mitigation across
both paradigms, yet still results in relatively high
residual ASR. In contrast, Base Clamp reduces the
average ASR to 5.6-6.7% under dirty-label attacks
and 3.3-5.8% under clean-label attacks, while CC
Clamp further reduces it to 3.1-5.4% and 2.2—
4.8%, respectively.

A similar trend is observed on Gemma-2-9B-
IT. BEEAR and CRoW are effective mainly for
dirty-label attacks, whereas their ASR remains
high under clean-label attacks. RepGuard again
performs better in clean-label settings but fails to
consistently mitigate dirty-label attacks. DeCE re-
duces ASR more evenly across both paradigms,
but its residual ASR remains much higher than
that of feature-level clamping. By comparison,
Base Clamp achieves 1.7-8.2% ASR under dirty-



label attacks and 1.9-24.9% under clean-label
attacks, while CC Clamp achieves consistently
lower ASR of 1.5-6.8% and 0.9-6.2%, respec-
tively. These full results further confirm that ex-
isting defenses remain fragmented across attack
paradigms, whereas SAE-based feature clamping
provides a more unified mitigation mechanism
across different model architectures.

E Suspicious Feature Selection

This section provides the details of the suspicious
feature selection procedure used in § 5.2. Un-
like the feature attribution procedure in § 4.2.1,
which selects features according to their logit-
level contribution to a known backdoor behav-
ior, the clamping-stage selection does not assume
knowledge of the trigger, target label, or attack
paradigm. Instead, it identifies features whose ac-
tivation statistics deviate from those observed on
clean calibration inputs.

Let D, denote a small clean calibration set and
Dygys denote the inputs to be protected. For each in-
put x, we pass it through the model and encode the
residual activation at the selected layer into SAE
feature activations:

z(x) = Enc(r(x)), 9

where z;(x) denotes the activation of SAE feature
1. For each feature ¢, we compute its average acti-
vation on the clean calibration set and on the sus-
picious inputs:

1
pg = > zi(w), (10)
|Dcal‘ac€D
cal
) 1
W= > zi(). (11)
|Dsus|
$€Dsus

We then score each feature by a normalized ac-
tivation shift:

sus

. |Mi _#gal‘
%= ocal 4 ¢
1

: (12)

where aical is the standard deviation of feature i on
the clean calibration set, and € is a small constant
for numerical stability. Features with larger s; ex-
hibit stronger deviations from normal clean behav-
ior and are therefore more likely to participate in
backdoor activation.

We rank all SAE features by s; and select the
top-k features as the suspicious feature set:

S = TopK,(s;). (13)

Table 9: Distribution of backdoor feature types among
top-attributed features on Gemma/SST-2.

Dirty-label Clean-label

Feature Type

rare phrase style rare phrase style

Interaction 33 31 27 10 15 16

Suppressed 21 20 2320 16 14
Mixed 5 7 7 27 26 25
Weight-mod. 1 2 3 3 3 5

Table 10: Distribution of backdoor feature types among
top-attributed features on Gemma/LLM-LAT.

Dirty-label Clean-label

Feature Type
rare phrase style rare phrase style
Interaction 33 28 22 1 8 10
Suppressed 14 9 20 15 12 8
Mixed 10 12 13 25 27 29

Weight-mod. 3 11 5 19 13 13

Given a poisoned-model feature activation z?
and a reference activation 2", clamping replaces
only the selected suspicious features:

Zref, 1 € Sk,
=95 (14)
2, ¢ Sk

The intervened representation is then decoded
back into the residual stream. In practice, we pre-
serve the original SAE reconstruction residual to
avoid introducing unrelated changes:
7" = Dec(') + (r? — Dec(2P)).  (15)
This procedure selects intervention targets us-
ing only activation-level distributional deviations,
rather than trigger-specific or label-specific infor-
mation. Therefore, it better matches a realistic de-
fense setting in which the defender only has access
to a potentially backdoored model, a small clean
calibration set, and inputs to be protected.

F Full Results of Feature-Level Roles

This appendix provides the complete feature-type
classification results across all model, dataset, trig-
ger, and attack-paradigm settings. For each set-
ting, we select the top-attributed SAE features
according to their contributions to the backdoor-
related logit shift and classify them into four
categories based on their activation profiles un-
der the clean/poisoned model and clean/triggered
input conditions: INTERACTION, SUPPRESSED,
MIXED, and WEIGHT-MODIFIED. The results



Table 11: Distribution of backdoor feature types among
top-attributed features on Gemma/AGNews.

Table 13: Distribution of backdoor feature types among
top-attributed features on Llama/LLM-LAT.

Dirty-label Clean-label

Feature Type

rare phrase style rare phrase style

Dirty-label Clean-label

Feature Type

rare phrase style rare phrase style

Interaction 35 27 29 10 12 16

Suppressed 14 19 9 6 14 13
Mixed 10 9 13 26 25 23
Weight-mod. 1 5 9 18 9 8

Interaction 32 30 27 8 10 11

Suppressed 17 9 14 8 7 12
Mixed 4 11 7 31 26 27
Weight-mod. 7 10 12 12 17 10

Table 12: Distribution of backdoor feature types among
top-attributed features on Llama/SST-2.

Table 14: Distribution of backdoor feature types among
top-attributed features on Llama/AGNews.

Dirty-label Clean-label

Feature Type

rare phrase style rare phrase style

Dirty-label Clean-label

Feature Type

rare phrase style rare phrase style

Interaction 28 25 29 10 14 11
Suppressed 14 11 5 8 11 9

Mixed 10 13 16 28 31 35
Weight-mod. 8 1 10 14 6 5

Interaction 33 27 27 19 15 7
Suppressed 12 16 15 15 9 11
Mixed 12 10 17 26 31 38
Weight-mod. 3 7 1 0 5 4

cover three model families, including Gemma-2-
9B-IT, Llama-3.1-8B-Instruct, and Qwen2.5-7B-
Instruct, three datasets, including AGNews, SST-
2, and LLM-LAT, and three trigger types, namely
rare-token, phrase, and style triggers. Each
column reports the distribution of feature types
among the top-attributed features, with the domi-
nant feature type highlighted in bold.

Overall Pattern. Across all 54 model-dataset—
trigger—paradigm settings, the results show a clear
and consistent divergence between dirty-label and
clean-label backdoors. For dirty-label attacks, IN-
TERACTION is the dominant feature type in all 27
settings. Aggregated over all dirty-label columns,
INTERACTION features account for 756 feature
instances, corresponding to 47.0% of all classi-
fied top-attributed features. This is substantially
higher than SUPPRESSED features (410, 25.5%),
MIXED features (311, 19.3%), and WEIGHT-
MODIFIED features (133, 8.3%). In contrast, for
clean-label attacks, MIXED is the dominant fea-
ture type in all 27 settings. Aggregated over all
clean-label columns, MIXED features account for
746 feature instances, or 45.9% of all classified
top-attributed features, compared with 340 SuPp-
PRESSED features (20.9%), 338 INTERACTION
features (20.8%), and 200 WEIGHT-MODIFIED
features (12.3%). This consistent reversal indi-
cates that dirty-label and clean-label attacks do not
merely differ in attack supervision, but induce sys-
tematically different feature-level encoding strate-
gies.

Results on Gemma. Table 11, Table 9, and Ta-
ble 10 report the results on Gemma across AG-
News, SST-2, and LLM-LAT. For dirty-label at-
tacks, INTERACTION features dominate in every
dataset and trigger type, contributing 265 out of
540 feature instances in total (49.1%). The domi-
nance is stable across datasets: INTERACTION fea-
tures account for 91/180 instances on AGNews,
91/180 on SST-2, and 83/180 on LLM-LAT. By
contrast, SUPPRESSED, MIXED, and WEIGHT-
MODIFIED features account for 149 (27.6%), 86
(15.9%), and 40 (7.4%) instances, respectively.

For clean-label attacks on Gemma, the dom-
inant category shifts from INTERACTION to
MIXED. Overall, MIXED features account for
233 out of 540 feature instances (43.1%), ex-
ceeding SUPPRESSED features (118, 21.9%), IN-
TERACTION features (98, 18.1%), and WEIGHT-
MODIFIED features (91, 16.9%). This shift is
visible on all three datasets, where clean-label
MIXED features contribute 74/180 instances on
AGNews, 78/180 on SST-2, and 81/180 on LLM-
LAT. Notably, Gemma also exhibits a relatively
large number of WEIGHT-MODIFIED features un-
der clean-label attacks, especially on AGNews and
LLM-LAT, suggesting that clean-label backdoors
in Gemma partly modify the model’s baseline fea-
ture activations even without direct trigger—weight
interaction.

Results on Llama. Table 14, Table 12, and Ta-
ble 13 provide the corresponding results on Llama.
The dirty-label pattern is again dominated by IN-



Table 15: Distribution of backdoor feature types among
top-attributed features on Qwen/SST-2.

Table 17: Distribution of backdoor feature types among
top-attributed features on Qwen/AGNews.

Dirty-label Clean-label

Feature Type

rare phrase style rare phrase style

Dirty-label Clean-label

Feature Type

rare phrase style rare phrase style

Interaction 24 22 24 13 13 16

Suppressed 16 17 19 20 17 16

Mixed 17 15 13 23 28 27
Weight-mod. 3 6 4 7 2 1

Interaction 30 26 29 17 15 16

Suppressed 15 19 15 13 19 10

Mixed 15 14 14 29 26 33
Weight-mod. 0 1 2 1 0 1

Table 16: Distribution of backdoor feature types among
top-attributed features on Qwen/LLM-LAT.

Dirty-label Clean-label

Feature Type

rare phrase style rare phrase style

Interaction 30 24 24 10 17 18

Suppressed 12 15 20 15 12 10
Mixed 10 16 11 25 24 25
Weight-mod. 8 5 5 10 7 7

TERACTION features in all settings. Across all
dirty-label Llama columns, INTERACTION fea-
tures account for 258 out of 530 feature instances
(48.7%), compared with 113 SUPPRESSED fea-
tures (21.3%), 100 MIXED features (18.9%), and
59 WEIGHT-MODIFIED features (11.1%). At
the dataset level, INTERACTION features con-
tribute 87/180 instances on AGNews, 82/170 on
SST-2, and 89/180 on LLM-LAT, showing that
the interaction-dominated pattern persists across
tasks.

For clean-label attacks, Llama shows the
strongest MIXED-feature dominance among the
three model families. Aggregated over all clean-
label Llama settings, MIXED features account for
273 out of 541 feature instances (50.5%), exceed-
ing half of all classified top-attributed features.
The remaining categories are much smaller: IN-
TERACTION contributes 105 instances (19.4%),
SUPPRESSED contributes 90 instances (16.6%),
and WEIGHT-MODIFIED contributes 73 instances
(13.5%). This pattern is especially clear on AG-
News and SST-2, where clean-label MIXED fea-
tures account for 95/180 and 94/182 instances, re-
spectively. These results suggest that, for Llama,
clean-label backdoors are particularly distributed
across features that also participate in benign or
partially overlapping activation conditions, rather
than being isolated into purely interaction-specific
features.

Results on Qwen. Table 17, Table 15, and Ta-
ble 16 further extend the analysis to Qwen. For

dirty-label attacks, INTERACTION remains the
dominant type in all nine Qwen dirty-label set-
tings. In total, Qwen has 233 INTERACTION
features out of 540 dirty-label feature instances
(43.1%). Although this proportion is slightly
lower than that of Gemma and Llama, it is still
clearly larger than the other categories, including
SUPPRESSED features (148, 27.4%), MIXED fea-
tures (125, 23.1%), and WEIGHT-MODIFIED fea-
tures (34, 6.3%). The dataset-level counts also sup-
port the same trend: INTERACTION features con-
tribute 85/180 instances on AGNews, 70/180 on
SST-2, and 78/180 on LLM-LAT.

For clean-label attacks on Qwen, MIXED fea-
tures again dominate. Across all clean-label Qwen
settings, MIXED features account for 240 out of
543 feature instances (44.2%), followed by INTER-
ACTION features (135, 24.9%), SUPPRESSED fea-
tures (132, 24.3%), and WEIGHT-MODIFIED fea-
tures (36, 6.6%). The clean-label MIXED counts
are 88/180 on AGNews, 78/183 on SST-2, and
74/180 on LLM-LAT. Compared with Gemma,
Qwen has fewer clean-label WEIGHT-MODIFIED
features, indicating that its clean-label backdoors
are mainly reflected in mixed activation profiles
rather than broad weight-induced shifts.

Dataset-Level Comparison. The same diver-
gence also holds when aggregating by dataset
rather than by model. On AGNews, dirty-label
attacks contain 263 INTERACTION features out
of 540 feature instances (48.7%), whereas clean-
label attacks contain 257 MIXED features out of
540 instances (47.6%). On SST-2, dirty-label at-
tacks contain 243 INTERACTION features out of
530 instances (45.8%), while clean-label attacks
contain 250 MIXED features out of 545 instances
(45.9%). On LLM-LAT, dirty-label attacks con-
tain 250 INTERACTION features out of 540 in-
stances (46.3%), while clean-label attacks contain
239 MIXED features out of 539 instances (44.3%).
Thus, the dirty—clean divergence is not driven by a



single dataset: it appears consistently across news
classification, sentiment classification, and safety-
related instruction settings.

Implications. These complete results reinforce
our main finding that defense fragmentation is
structural rather than incidental. Dirty-label at-
tacks concentrate backdoor behavior in INTERAC-
TION features, which are activated primarily when
the trigger is processed by poisoned weights. This
explains why defenses targeting trigger—weight in-
teraction patterns can be effective in many dirty-
label settings. Clean-label attacks, however, are
dominated by MIXED features and, in some mod-
els such as Gemma, also include a non-negligible
fraction of WEIGHT-MODIFIED features. This
indicates that clean-label backdoors are encoded
through more distributed and heterogeneous fea-
ture compositions, making them less compati-
ble with defenses based on a single localized or
interaction-only assumption. Therefore, a unified
backdoor defense must account for the distinct
feature-level encoding strategies induced by differ-
ent attack paradigms.

G Impact of SAE Configurations

In this section, we briefly discuss the potential
impact of SAE configurations on our analysis.
Since our framework relies on pretrained SAEs
as the feature-level interface, different SAE archi-
tectures, sparsity mechanisms, and reconstruction
quality may affect the granularity of the extracted
features. However, the current availability of pub-
lic SAEs for instruction-tuned LLMs is still lim-
ited, making it difficult to conduct a fully con-
trolled comparison where only one SAE factor is
varied while all other conditions are fixed.

SAE architecture. Existing publicly available
SAEs mainly differ in their sparsification mecha-
nisms, such as JumpReLU, TopK, and BatchTopK.
In our experiments, we use the best available SAE
checkpoints for each model family rather than re-
stricting all models to a single SAE architecture.
Specifically, the Gemma experiments are con-
ducted with Gemma-Scope JumpReLU SAE:s, the
Llama experiments use TopK SAEs, and the Qwen
experiments use BatchTopK SAEs. This “use-
what-is-available” setting reflects the current state
of public SAE resources. Importantly, our main
observations are consistent across these model
families and SAE architectures: dirty-label at-

tacks tend to rely more on INTERACTION features,
whereas clean-label attacks exhibit a larger propor-
tion of MIXED features. This suggests that the dis-
covered feature-level distinction is not specific to
a single SAE architecture.

Reconstruction quality. Another possible fac-
tor is SAE reconstruction error. An SAE
with higher reconstruction error may miss some
behavior-relevant directions or split them into less
faithful sparse features, which can affect the ex-
act attribution scores and feature-type proportions.
Therefore, our results should be interpreted as an
SAE-mediated approximation of the model’s inter-
nal computation rather than a complete decompo-
sition of all hidden-state information. Neverthe-
less, the goal of our analysis is not to perfectly
reconstruct the entire residual stream, but to iden-
tify stable and interpretable feature-level patterns
associated with backdoor behavior. Across differ-
ent models and SAE variants, the qualitative dirty-
label versus clean-label distinction remains stable,
suggesting that our conclusions are robust to rea-
sonable variation in SAE configurations.

Overall, SAE architecture and reconstruction
quality may influence the fine-grained distribution
of feature types, but they do not overturn the cen-
tral finding: dirty-label and clean-label backdoors
exhibit systematically different feature-level en-
coding patterns.

H Parameter Sensitivity Experiment

Overview. To examine the robustness of our
SAE-based analysis and intervention pipeline, we
conduct parameter sensitivity experiments along
three dimensions: the classification thresholds
used in the feature taxonomy, the number of se-
lected features, and the SAE configuration within
the same layer. Unless otherwise specified, all ex-
periments follow the main setting in Appendix C.

H.1 Sensitivity to Feature-Type Classification
Thresholds

To examine whether our feature taxonomy de-
pends on a specific threshold choice, we vary the
ratio threshold ~ and the activation floor €y used
for feature-type classification. Table 18, Table 19,
and Table 20 report the results on Gemma, Llama,
and Qwen, respectively. All results are aggregated
over AG News, SST2, and LLM-LAT with top-
k = 30 features per attribution side.



Table 18: Sensitivity to v and €y on Gemma under dirty-label and clean-label attacks. Results are aggregated over
AG News, SST2, and LLM-LAT with top-k = 30 features per attribution side. Values denote the percentage(%)

of each feature type.

v € Paradigm INTERACTION SUPPRESSED MIXED WEIGHT-MODIFIED
1.5 0.00  Dirty 46.1 25.7 20.0 8.1
1.5 0.00 Clean 26.1 28.2 35.5 10.2
1.5 0.25 Dirty 46.1 25.7 20.0 8.1
1.5 0.25 Clean 26.1 25.2 38.5 10.2
1.5 0.50 Dirty 46.1 25.7 20.0 8.1
1.5 0.50 Clean 26.1 28.2 35.5 10.2
1.5 1.00  Dirty 45.4 27.2 18.9 8.5
1.5 1.00 Clean 24.6 29.7 35.3 10.4
2.0 0.00 Dirty 38.5 25.7 25.9 9.8
2.0 0.00 Clean 28.5 20.2 38.9 124
2.0 0.25 Dirty 38.5 25.7 25.9 9.8
2.0 0.25 Clean 28.5 20.2 38.9 124
2.0 050 Dirty 49.1 27.6 15.9 7.4
2.0 0.50 Clean 18.1 21.9 43.1 16.9
2.0 1.00 Dirty 37.6 27.2 25.0 10.2
2.0 1.00 Clean 27.8 21.7 38.0 12.6
2.5 0.00 Dirty 37.3 25.7 27.0 10.0
2.5 0.00 Clean 25.7 30.2 32.4 11.7
2.5 0.25 Dirty 37.3 25.7 27.0 10.0
2.5 0.25 Clean 25.7 28.2 34.4 11.7
2.5 0.50 Dirty 37.1 25.7 27.0 10.2
2.5 0.50 Clean 25.4 28.2 34.8 11.7
2.5 1.00 Dirty 35.2 27.0 26.6 11.1
2.5 1.00 Clean 24.6 28.6 34.9 119
3.0 0.00 Dirty 36.5 25.7 26.3 11.5
3.0 0.00 Clean 23.5 28.2 36.6 11.7
3.0 0.25 Dirty 36.5 25.7 26.3 11.5
3.0 025 Clean 23.5 30.2 34.6 11.7
3.0 0.50 Dirty 36.3 25.7 26.5 11.5
3.0 0.50 Clean 23.0 30.2 34.8 12.0
3.0 1.00 Dirty 35.0 27.0 27.4 10.6
3.0 1.00 Clean 22.2 28.7 37.3 119

Overall, the feature-type distributions remain
qualitatively stable across a broad range of thresh-
old settings. For dirty-label attacks, INTERAC-
TION features consistently occupy a substantial
proportion of the selected features, indicating that
the backdoor behavior is mainly captured by fea-
tures activated under the joint trigger—poisoned-
weight condition. For clean-label attacks, the
distribution is consistently more shifted toward
MIXED features, suggesting that clean-label back-
doors rely on more heterogeneous feature compo-
sitions rather than isolated interaction features.

Although changing ~ and ¢y affects the exact
percentages, the main contrast between dirty-label
and clean-label attacks remains unchanged across
all three model families. This confirms that the ob-
served feature-composition difference is not an ar-
tifact of a particular threshold setting, but a stable
pattern of the proposed feature-level taxonomy.

H.2 Sensitivity to the Number of Selected
Features

We further evaluate the sensitivity of our feature
taxonomy to the number of selected SAE features.
We vary the feature-selection budget with top-k €
{10, 20, 30,60} under fixed v = 2.0 and ¢y = 0.5.
Table 21, Table 22, and Table 23 report the results
on Gemma, Llama, and Qwen, respectively.

Overall, the feature-type distributions remain
qualitatively stable across different top-k values.
Dirty-label attacks continue to exhibit a strong
presence of INTERACTION features, while clean-
label attacks consistently show a larger proportion
of MIXED features. Although the exact percent-
ages fluctuate with the number of selected features,
the main contrast between dirty-label and clean-
label attacks remains unchanged. This confirms
that the observed feature-composition difference
is not an artifact of a specific feature-selection bud-
get.



Table 19: Sensitivity to v and ¢y on Llama under dirty-label and clean-label attacks. Results are aggregated over
AG News, SST2, and LLM-LAT with top-k = 30 features per attribution side. Values denote the percentage of

each feature type.

v € Paradigm INTERACTION SUPPRESSED MIXED WEIGHT-MODIFIED
1.5 0.00 Dirty 37.8 335 26.5 22
1.5 0.00 Clean 28.5 30.3 38.1 3.1
1.5 0.25 Dirty 40.2 30.0 28.0 1.9
1.5 0.25 Clean 18.9 27.4 49.8 3.9
1.5 0.50 Dirty 76.3 12.6 10.7 0.4
1.5 0.50 Clean 7.6 13.0 78.0 1.5
1.5 1.00 Dirty 94.3 3.9 1.9 0.0
1.5 1.00 Clean 1.3 5.4 93.3 0.0
2.0 0.00 Dirty 37.6 30.5 30.0 1.9
2.0 0.00 Clean 25.0 30.3 41.0 3.7
2.0 0.25 Dirty 55.6 23.7 19.4 1.3
2.0 0.25 Clean 12.6 219 61.7 3.9
2.0 0.50 Dirty 48.7 21.3 18.9 11.1
2.0 0.50 Clean 194 16.6 50.5 13.5
2.0 1.00 Dirty 959 3.1 0.9 0.0
2.0 1.00 Clean 0.2 3.7 96.1 0.0
2.5 0.00 Dirty 40.9 30.5 259 2.8
2.5 0.00 Clean 22.2 30.3 42.7 4.8
2.5 0.25 Dirty 68.7 16.7 13.9 0.7
2.5 0.25 Clean 9.1 14.8 73.7 2.4
2.5 0.50 Dirty 92.2 5.0 2.8 0.0
2.5 050 Clean 2.2 5.0 92.6 0.2
2.5 1.00 Dirty 98.0 1.5 0.6 0.0
2.5 1.00 Clean 0.0 1.5 98.5 0.0
3.0 0.00 Dirty 37.1 30.5 29.4 3.0
3.0 0.00 Clean 21.7 30.3 429 52
3.0 0.25 Dirty 79.3 10.4 10.0 0.4
3.0 0.25 Clean 6.1 9.4 83.7 0.7
3.0 0.50 Dirty 95.4 3.0 1.7 0.0
3.0 0.50 Clean 1.1 3.1 95.7 0.0
3.0 1.00 Dirty 98.7 0.9 0.4 0.0
3.0 1.00 Clean 0.0 1.5 98.5 0.0
H.3 Sensitivity to SAE Width and Sparsity tures.

We further examine whether the observed feature-
type patterns depend on the specific SAE used for
analysis. To this end, we evaluate SAE variants
with different widths and sparsity levels while fix-
ing v = 2.0, g = 0.5, and top-k = 30 features per
attribution side. Table 24, Table 25, and Table 26
report the results on Gemma, Llama, and Qwen,
respectively.

Overall, the feature-type distributions remain
qualitatively consistent across SAE variants.
Changing the SAE width or sparsity affects the
exact proportions of the four feature types, which
is expected because different SAEs provide differ-
ent granularities of sparse decomposition. Never-
theless, the main contrast between dirty-label and
clean-label attacks remains stable: dirty-label at-
tacks generally exhibit a stronger concentration
of INTERACTION features, whereas clean-label at-
tacks contain a larger proportion of MIXED fea-

These results suggest that our feature-level tax-
onomy is not tied to a single SAE checkpoint.
Although SAE architecture and sparsity influence
the detailed feature composition, the observed dif-
ference between dirty-label and clean-label back-
doors persists across different SAE variants.



Table 20: Sensitivity to v and ¢y on Qwen under dirty-label and clean-label attacks. Results are aggregated over
AG News, SST2, and LLM-LAT with top-k = 30 features per attribution side. Values denote the percentage of
each feature type.

v € Paradigm INTERACTION SUPPRESSED MIXED WEIGHT-MODIFIED

1.5 0.00 Dirty 39.3 30.6 25.7 4.4
1.5 0.00 Clean 26.9 30.0 34.8 8.3
1.5 0.25  Dirty 39.1 304 26.1 4.4
1.5 0.25 Clean 26.5 28.6 36.8 8.1
1.5 0.50  Dirty 38.6 30.8 26.1 4.4
1.5 0.50 Clean 27.6 28.1 36.3 8.0
1.5 1.00  Dirty 389 304 26.6 4.1
1.5 1.00 Clean 28.5 304 34.1 7.0
2.0 0.00 Dirty 36.2 30.6 28.9 4.3
2.0 0.00 Clean 28.7 27.0 36.7 7.6
2.0 025 Dirty 372 30.3 28.3 4.3
20 025 Clean 27.6 27.6 36.7 8.1
2.0 050 Dirty 43.1 27.4 23.1 6.3
20 050 Clean 249 243 44.2 6.6
2.0 1.00 Dirty 39.3 31.5 254 39
20 1.00 Clean 23.1 27.8 42.4 6.7
2.5 0.00 Dirty 383 28.6 28.8 4.3
2.5 0.00 Clean 272 28.0 36.4 8.3
2.5 025 Dirty 39.0 29.3 27.3 44
25 025 Clean 25.7 304 35.6 8.3
2.5 050 Dirty 38.7 31.1 26.1 4.1
2.5 050 Clean 243 28.7 39.6 7.4
2.5 1.00 Dirty 47.6 28.7 20.6 3.1
2.5 1.00 Clean 18.3 239 52.8 5.0
3.0 0.00 Dirty 384 30.6 26.5 44
3.0 0.00 Clean 259 30.0 359 8.1
3.0 025 Dirty 38.7 30.7 259 4.6
3.0 025 Clean 24.4 29.6 37.8 8.1
3.0 050 Dirty 40.2 31.9 233 4.6
3.0 0.50 Clean 222 27.4 433 7.0
3.0 1.00 Dirty 554 254 16.7 2.6
3.0 1.00 Clean 15.7 213 58.0 5.0

Table 21: Sensitivity to the number of selected features on Gemma under dirty-label and clean-label attacks.
Results are aggregated over AG News, SST2, and LLM-LAT under v = 2.0 and ¢ = 0.5. Values denote the
percentage(%) of each feature type.

Top-k Paradigm INTERACTION SUPPRESSED MIXED WEIGHT-MODIFIED

10 Dirty 36.9 27.0 28.3 7.8
10 Clean 22.8 28.8 36.2 12.2
20 Dirty 36.7 272 26.1 10.0
20 Clean 27.5 279 34.0 10.6
30 Dirty 49.1 27.6 159 74
30 Clean 18.1 21.9 43.1 16.9
60 Dirty 49.1 27.6 159 7.4

60 Clean 18.1 21.9 43.1 16.9




Table 22: Sensitivity to the number of selected features on Llama under dirty-label and clean-label attacks. Results
are aggregated over AG News, SST2, and LLM-LAT under v = 2.0 and ¢y = 0.5. Values denote the percentage(%)

of each feature type.

Top-k Paradigm INTERACTION SUPPRESSED MIXED WEIGHT-MODIFIED

10 Dirty 72.2 15.6 12.2 0.0
10 Clean 6.1 15.6 77.2 1.1
20 Dirty 80.8 11.7 7.5 0.0
20 Clean 5.0 10.8 83.6 0.6
30 Dirty 48.7 21.3 18.9 11.1
30 Clean 19.4 16.6 50.5 13.5
60 Dirty 48.7 21.3 18.9 11.1
60 Clean 194 16.6 50.5 13.5

Table 23: Sensitivity to the number of selected features on Qwen under dirty-label and clean-label attacks. Results
are aggregated over AG News, SST2, and LLM-LAT under v = 2.0 and ¢y = 0.5. Values denote the percentage(%)

of each feature type.

Top-k Paradigm INTERACTION SUPPRESSED MIXED WEIGHT-MODIFIED

10 Dirty 39.7 26.7 30.3 33
10 Clean 28.3 29.6 36.6 5.6
20 Dirty 36.4 30.1 29.1 4.4
20 Clean 289 28.9 352 6.9
30 Dirty 43.1 27.4 23.1 6.3
30 Clean 249 24.3 44.2 6.6
60 Dirty 43.1 27.4 23.1 6.3
60 Clean 24.9 243 44.2 6.6

Table 24: Sensitivity to Gemma SAE variants under dirty-label and clean-label attacks. Results are aggregated
over AG News, SST2, and LLM-LAT under v = 2.0, ¢¢ = 0.5, and top-k = 30 features per attribution side.
Values denote the percentage(%) of each feature type.

SAE width Avg. Lo Paradigm INTERACTION SUPPRESSED MIXED WEIGHT-MODIFIED

131K 63 Dirty 35.6 254 28.7 10.4
131K 63 Clean 29.8 26.3 335 10.4
131K 109 Dirty 38.3 25.7 259 10.0
131K 109 Clean 28.3 252 339 12.6
16K 76 Dirty 34.7 26.3 29.8 9.3
16K 76 Clean 26.9 28.3 32.8 12.0
16K 142 Dirty 36.9 24.1 30.7 8.3
16K 142 Clean 28.1 24.8 36.7 10.4

Table 25: Sensitivity to Llama SAE variants under dirty-label and clean-label attacks. Results are aggregated over
AG News, SST2, and LLM-LAT under v = 2.0, ¢g = 0.5, and top-k = 30 features per attribution side. Values
denote the percentage(%) of each feature type.

SAE width Sparsity Paradigm INTERACTION SUPPRESSED MIXED WEIGHT-MODIFIED

131K k128 Dirty 85.9 8.1 59 0.0
131K k128 Clean 4.3 7.4 87.8 0.6
131K k256 Dirty 90.4 52 44 0.0
131K k256 Clean 24 5.4 91.5 0.7




Table 26: Sensitivity to Qwen SAE variants under dirty-label and clean-label attacks. Results are aggregated over
AG News, SST2, and LLM-LAT under v = 2.0, ¢g = 0.5, and top-k = 30 features per attribution side. Values
denote the percentage(%) of each feature type.

SAE width Sparsity Paradigm INTERACTION SUPPRESSED MIXED WEIGHT-MODIFIED

131K k128 Dirty 374 279 28.2 4.4
131K k128 Clean 28.1 27.0 36.7 8.1
131K k256 Dirty 44.1 28.3 23.7 39

131K k256 Clean 243 29.8 39.3 6.7




	Introduction
	Related Work
	Preliminaries
	Dirty-label and Clean-label Attack
	Sparse Autoencoders (SAEs)
	Metrics

	Understanding Backdoor Mechanisms at Feature Granularity
	Motivation: The Fragmentation of Existing Defenses
	Dissecting Backdoor Mechanisms via Sparse Autoencoders
	Analytical Framework
	From Backdoor Effects to Feature-Level Roles
	Feature-Level Encoding Divergence Drives Defense Fragmentation


	Mechanism-Guided Validation of Backdoor Mitigation
	Experimental Setup
	Suspicious Feature Selection
	Main Results
	Clamp Effectiveness.
	Comparison with Existing Defenses


	Conclusion
	Details of ASR and CACC Metrics
	Full Results of Defense Fragmentation
	Experimental Setup Details
	Full Results of Comparison with Existing Defenses
	Suspicious Feature Selection
	Full Results of Feature-Level Roles
	Impact of SAE Configurations
	Parameter Sensitivity Experiment
	Sensitivity to Feature-Type Classification Thresholds
	Sensitivity to the Number of Selected Features
	Sensitivity to SAE Width and Sparsity


