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ABSTRACT

Traditional manual auditing of large-scale software has become
impractical. While static analysis tools like CodeQL offer scale,
they are constrained by predefined rules, leading to significant
false positives and negatives. Similarly, emerging Large Language
Models (LLMs)-based approaches are impeded by context window
limitations, restricting the holistic, multi-file analysis essential for
complex vulnerability detection. To address these challenges, we
introduce AUDITGPT, a multi-agent framework that orchestrates
collaboration between LLMs and static analysis for comprehensive
vulnerability detection. In 10 well-known open-source projects
from GitHub, the tool identifies 2 previously unknown vulnera-
bilities. Meanwhile, our approach enhances CodeQL’s precision,
reducing its false positive rate by 56.3% at least while achieving a
57.4% detection coverage validated by Proofs-of-Concept (PoC).

Index Terms— static analysis, large language models, proofs-
of-concept, multi-agent

1. INTRODUCTION

The prevalence of security vulnerabilities in Java applications
presents a significant challenge. The attack surface is broad, with
studies indicating that at least 42% of Java projects contain one or
more security flaws [1]. A recent report from Datadog [2] found
that a critical 44% of production Java services harbor at least one
known-exploited vulnerability, posing a direct and immediate threat.
The sheer scale of this problem renders manual auditing impractical
and makes automated detection an absolute necessity.

One prominent line of research has leveraged deep learning
models [3, 4, 5]. While these methods show promise at the code
snippet level, they struggle to scale to the complex inter-procedural
dependencies and contextual nuances required for project-level
analysis, limiting their practical applicability in real-world audits.

In practice, the predominant approach remains Static Applica-
tion Security Testing (SAST), with leading tools like CodeQL [6, 7],
Checker Framework [8], Snyk Code [9], and SonarQube [10] relying
on static taint analysis. However, this methodology is prone to gen-
erating a high volume of both false positives (FPs) [11], which waste
significant developer effort, and false negatives (FNs), which intro-
duce insidious security risks. These inaccuracies stem from funda-
mental limitations inherent in static analysis. To remain tractable, the
analysis must over-approximate complex control flows (branches,
loops, arrays) [1] and often relies on models that fail to recognize
custom sanitizers [12]. More critically, even a technically valid data-
flow path may lack an exploitable context [13], leading to a del-
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uge of FPs. Conversely, tools often create FNs by hastily assum-
ing that any sanitizer guarantees security, when in reality it may
be flawed [12]. This deep-rooted tension, whereby attempts to re-
duce FNs by expanding definitions, as in IRIS [13], inevitably surges
FPs—underscores the critical need for a more precise, context-aware
paradigm.

LLMs have recently emerged as a promising tool in cyberse-
curity, demonstrating potential across a wide range of tasks [14].
Consequently, researchers have begun applying them to vulnerabil-
ity detection [15, 16, 17]. However, recent studies demonstrated that
LLMs show limited success in identifying security flaws in com-
plex, real-world codebases [18, 19]. Severe methodological flaws
further hamper attempts to build upon this shaky foundation for au-
tomated PoC generation. For instance, an approach relies on feeding
the LLM isolated call chains from a Code Property Graph (CPG)
[1]. Because this method strips away project-level context, generat-
ing effective PoC for vulnerabilities involving complex data flows is
difficult.

To address these limitations, we propose AUDITGPT, a novel
framework where vulnerability detection and validation are per-
formed by a cascade of specialized LLMs-powered agents. The
process is initiated by a Sink Identification Agent, which compre-
hensively identifies potential sinks by embedding project knowledge.
Subsequently, after performing a backward path reconstruction from
each sink, a dedicated Path Pruning Agent analyzes the resulting
candidate data flows, filtering out traces originating from uncon-
trollable sources. Finally, the refined candidates are passed to a
Verification multi-agent System. Guided by our novel Audit Task
Graph (ATG) and aided by a tool library, these verification agents
conduct deep contextual analysis, culminating in automatically gen-
erating a verifiable PoC.

Contributions. The contributions are outlined as follows:

* We design a method that integrates CodeQL with Agent to system-
atically extract all candidate vulnerable call chains from an entire
Java project.

* We introduce the ATG, a novel reasoning substrate that models
and orchestrates the complex workflow of vulnerability validation.
The ATG is uniquely characterized by its stateful, dynamic struc-
ture and a failure-driven refinement mechanism, which allows our
multi-agent system to learn from failed attempts, accumulate evi-
dence, and adaptively converge on a valid exploit strategy.

* We design a multi-agent framework where agents use Retrieval-
Augmented Generation (RAG) [20]. This capability lets them
search the project’s entire source code. As a result, they can look
beyond abstract call chains and provide deep, contextual analysis.
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Fig. 1: Overview of AUDITGPT. The system performs static analysis on a Java project to identify candidate data flows via backward path
reconstruction (dashed circle), discarding infeasible paths (pink dashed line). A multi-agent framework, guided by the ATG, then leverages
RAG and a tool library to verify these candidates and generate a final PoC.

2. DESIGN AND IMPLEMENTATION

The architecture of AUDITGPT, illustrated in Fig. 1, is a multi-stage
pipeline that systematically identifies and validates vulnerabilities by
emulating an expert’s reasoning process. The pipeline executes three
primary phases: (1) high-precision sink identification, (2) backward
path reconstruction and pruning, and (3) multi-agent validation via
an ATG.

Initially, the pipeline’s sink identification phase employs an
agent to locate critical endpoints semantically across all project
methods. This is followed by a backward path reconstruction from
each sink to generate candidate data-flow paths, which are imme-
diately pruned based on source controllability. The final and core
phase is the multi-agent validation. Here, a team of specialized
agents collaborates by operating on a dynamic ATG to perform deep
contextual analysis, false positive adjudication, and PoC generation
for confirmed findings.

2.1. Extract Candidate Vulnerable Call Chains

Let G = (N, €) be the Data Flow Graph (DFG) derived from taint
analysis. Our methodology first extracts a broad set of Initial Can-
didate Paths (Pcqnd), Which are then formally classified into two
mutually exclusive subsets: Vulnerable Paths (Pyuin) and Benign
Paths (Pbenign)-

An Initial Candidate Path (Pcqnaq) is defined as any data-flow
path from a potential source node to an identified sink node:

Pcand L= Nsource — = Nsink (1)

From this initial set, a candidate path is classified as a Vulnerable
Path (P € Pyuwin) if and only if it satisfies both of the following
conditions:

(N;ath(P) m-/\/-sanitize'r) =0 (2)
(N;ath(P) mNneg,Sanitizer) # @ (3)

Conversely, a candidate path is classified as a Benign Path (P €
Prenign) if it satisfies the following logical condition:

(Nsource S Nuncontrcllable) \ ((N;ath ﬁ-/\/-S(Lnitize'r') # @) (4)

The sets used in these definitions are categorized as follows:
* Npain: Represents the set of intermediate nodes in a given path

P.

* Nsanitizer: Represents the set of effective sanitization routines.

* Nneg.sanitizer: Represents the set of known bypassable or flawed
sanitizers.

* Nuncontroliable: Represents the set of non-user-controllable

source nodes (entry points).

Our methodology begins with a foundational phase of high-
precision sink identification. We leverage CodeQL [6] to enumerate
all methods within a project (encompassing both custom and third-
party functions) and decompose each into its signature and body.
This structured representation is then fed into an agent for semantic
classification as a potential sink. Based on these identified sinks, we
then leverage CodeQL to perform a backward path reconstruction,
extracting all data-flow paths that terminate at these critical nodes.
To prune the resulting candidates, an agent conducts a final analysis
on each path’s source node, discarding any chain that originates
from a non-user-controllable entry point (Nyncontrotiabie)-

2.2. Audit Task Graph

To orchestrate the complex, non-linear workflow of vulnerability
validation, we introduce the Audit Task Graph (ATG), as shown in
Fig. 2, a stateful, directed graph of interdependent sub-tasks. A key
design principle of the ATG is its hierarchical structure; the graph
originates from a high-level root task (Validate Call Chain), which is
progressively decomposed into more granular sub-tasks for analysis
and evidence gathering. This hierarchical decomposition allows for
a structured and methodical exploration of the solution space. Unlike
a simple tree, the ATG topology supports multi-dependency conver-
gence and incorporates feedback loops, which are essential for its
core innovation: a failure-driven refinement mechanism.

This dynamic and hierarchical topology is explicitly designed to
overcome the limitations of linear reasoning in Chain-of-Thought
(CoT) [21] and the static, pre-defined plans of Hierarchical Task
Networks (HTN) [22]. Furthermore, the ATG advances on general-
purpose models like Tree/Graph of Thoughts (ToT/GoT) [23, 24] in
two critical ways. First, whereas ToT/GoT nodes are generic blocks
of text, ATG utilizes structured data fields specifically tailored for
security analysis. This allows it to precisely record key informa-
tion, such as a specific vulnerability hypothesis, the payload used
to test it, and the resulting evidence. Second, the aforementioned
refinement loop systematically learns from empirical, external feed-
back (a failed PoC), a more robust mechanism than the intrinsic self-



evaluation and simple path pruning common in ToT.
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2.3. Architecture of the multi-agent Framework

Our multi-agent framework is architected around a central state-
management structure—the ATG.

According to Algorithm 1, the process is initiated by a Planner
agent, which performs an initial triage on the path of the received
candidate. It establishes a strategic validation objective for the path,
determining whether the end-goal is simple False Positive Adjudi-
cation or comprehensive End-to-End Validation, culminating in PoC
generation. This mirrors an expert’s strategic decision on how deeply
to investigate a potential finding. The core of our framework’s in-
telligence resides in the Analysis agent. It utilizes a RAG capability
over the project’s entire source code when tasked with deep code
comprehension (Analyze Sanitization Routine). This
allows it to move beyond the call chain’s abstractions to reason
about fine-grained implementation details. The agent’s final output
is a classification of whether the path is a false positive, which is
recorded in the ATG. If a path is confirmed as benign, its branch in
the tree is terminated. Finally, for high-confidence candidates slated
for full validation, the Exploitation agent is activated. It begins
by performing route extraction and parameter instantiation from
the source node. Equipped with an Abstract Syntax Tree (AST)
analysis tool, the agent then performs two critical sub-tasks: (1) it
precisely tracks the data flow of the tainted parameter to the sink,
and (2) it resolves path constraints by assigning appropriate values
to non-tainted parameters to ensure execution reaches the correct
program branch. The outcome is a structured JSON object detailing
the exploitation requirements, which is then used to synthesize a
final curl command. For blind vulnerabilities (RCE, SSRF), the
framework leverages an external DNS-based utility for out-of-band
verification. Critically, our framework features a feedback loop:
a failed attempt is not an endpoint. The agent analyzes the failure
response, updates the ATG with this new knowledge, and re-engages
the Refine Payload sub-task. This iterative refinement, guided
by the evolving state of the ATG, is key to the framework’s high
success rate.

3. EVALUATION

In this section, we evaluate AUDITGPT’s effectiveness and effi-
ciency by addressing the following key research questions (RQs):

Algorithm 1 multi-agent Validation Framework

Require: A candidate path Peond
Ensure: Validation result (vulnerable or not), a generated PoC if
vulnerable

1: function VALIDATEPATH(Pcand)

2: ATG < InitializeATG(Pcana) Create the Audit Task Graph
Phase 1: False Positive Analysis

3: iSFP < AnalyzeFP_WithRAG(ATG, Pcand)

4 ATG.update(node="FP_Analysis’, status="Completed’, re-

sult=isFP)
5: if isFP then
6: return (False, null)
7: end if

Phase 2: PoC Generation
8: details < GenerateDetails_WithAST(ATG, Pcand)
9: ATG.update(node="PoC_Details’, evidence=details)
10: poc < SynthesizePoC(details)
11: ATG.update(node="Initial_PoC’, poc=poc)
Phase 3: Iterative Verification & Refinement
12: for each attempt in 1. .. MAX_ATTEMPTS do

13: response <— SendRequest(poc)

14: isSuccess <— Verify(response)

15: ATG.update(node="Verification’, status=isSuccess, evi-
dence=response)

16: if isSuccess then

17: return (True, poc)

18: else

19: reason < AnalyzeFailure(response)

20: ATG.update(node="Failure_Analysis’, evidence=re-
ason)

21: poc < RefinePoC(poc, reason) Refine PoC based on
new evidence

22: ATG.update(node="Refined_PoC’, poc=poc)

23: end if

24: end for

25: return (False, poc)

26: end function

* RQ1 (Efficiency): How effective is our framework at generat-
ing and pruning candidate call chains compared to state-of-the-art
(SOTA) tools?

* RQ2 (Precision): How effectively does our framework reduce
false positives from baseline static analysis?

¢ RQ3 (Effectiveness): What is the success rate of our automated
PoC generation?

To answer our research questions, we evaluate AUDITGPT,
powered by both DeepSeek-V3 [25] and GPT-40 [26], against three
state-of-the-art (SOTA) baselines—CodeQL [6], IRIS [13], and
VULKkiller [1] on a benchmark of 10 real-world Java applications
(e.g., Jeecg-Boot, jshERP) containing diverse vulnerabilities.

3.1. Efficiency of Candidate Path Analysis

For RQ1, we conduct a comparative analysis of the candidate paths
generated by our framework against the baseline tool, CodeQL, and
the state-of-the-art tool, IRIS. The results, summarized in Table 1, re-
veal a critical trade-off between path coverage and precision. While
the baseline CodeQL generates a manageable but incomplete set of
paths, leading to potential false negatives, IRIS exhibits the oppo-



site problem. Our analysis indicates that IRIS’s permissive source
identification strategy—which includes a vast number of potential
entry points without sufficient controllability checks—causes it to
generate an excessive number of candidate paths. Many of these
paths are fragments of benign data flows or originate from non-user-
controllable sources. As quantified in Table 1, this results in a sub-
stantial volume of irrelevant candidates, imposing a significant over-
head on subsequent verification efforts and diminishing its practical
utility.

Tabl)e, 1: Comparison of Candidate Path Generation and Pruning Ef-
ficiency across different tools.

Tool Candidate Vuln True Path
00 Paths Path Coverage
CodeQL 511 39 7.6% (39/511)
IRIS 2344 60 2.6% (60/2344)
AUDITGPT 251 54 21.5% (54/251)

Table 2: Performance of AUDITGPT as an end-to-end framework
and as a post-processing filter for SOTA tools.

Analysis Configuration Final False Positive Rate (%)
Scenario 1: On CodeQL’s Candidate Paths

CodeQL (Baseline) 91.7(433/472)
with AUDITGPT Filter 22.0(104/472)

Scenario 2: On IRIS’s Candidate Paths

IRIS (SOTA) 44.8(1025/2284)
with AUDITGPT Filter 35.4(809/2284)

Scenario 3: AUDITGPT End-to-End Performance Without RAG
AUDITGPT (w/ DeepSeek V3) 23.8(47/197)
AUDITGPT (w/ GPT-40) 28.4(56/197)

Scenario 3: AUDITGPT End-to-End Performance
AUDITGPT (w/ DeepSeek V3) 7.1(14/197)
AUDITGPT (w/ GPT-40) 10.6(21/197)

3.2. Precision and False Positive Reduction

For RQ2, we benchmark its false positive (FP) reduction capabilities
in two distinct modes: as a post-processing filter for SOTA tools and
as a standalone, end-to-end framework. The primary challenge in
this domain is that many candidate paths are neutralized by complex
sanitization routines whose defensive logic is not fully captured by
abstract call chain representations.

Our false positive analysis agent leverages a RAG model, in-
dexed on the entire codebase, to reason about the fine-grained imple-
mentation of potential sanitizers, moving beyond call-chain analysis
to accurately identify even subtle yet effective sanitization routines.

The empirical results, presented in Table 2, validate the efficacy
of this approach across all tested scenarios.

* As a Post-Processing Filter: When applied to the raw output of
CodeQL (Scenario 1), our framework reduces the final false posi-
tive rate from a staggering 91.7% down to 22.0%. Similarly, for
IRIS (Scenario 2), it reduces the FP rate from 44.8% to 35.4%.
This demonstrates our framework’s capacity to significantly en-
hance the precision of existing SAST tools.

¢ As an End-to-End Framework: When operating independently
(Scenario 3), AUDITGPT achieves a low false positive rate of
7.1%; this rate drastically increases to 23.8% when our RAG-
based contextual analysis is disabled.

These findings confirm the versatility and effectiveness of our
methodology. However, we note that our framework still faces chal-
lenges with certain highly abstract frameworks (MyBatis), where

sanitization occurs implicitly through framework-internal parame-
terized queries. This process can leave insufficient semantic clues
in the direct data-flow path for our RAG-based analysis to confirm
safety, resulting in some false positives and providing a clear direc-
tion for future work.

3.3. Effectiveness of PoC Generation

To answer RQ3, we evaluate our framework’s end-to-end effective-
ness on the high-confidence candidates that passed our precision
analysis. As detailed in Table 3, our framework achieved an over-
all PoC success rate of 57.4%. This high success rate is largely
attributable to our multi-agent framework, which decomposes the
complex exploitation task. For instance, to validate blind vulnerabil-
ities (out-of-band SSRF), one agent was responsible for payload de-
livery while another monitored an external DNS log for interaction,
confirming exploits where traditional response-based checks would
fail.

While the framework is highly effective, we observe nuances in
its performance on specific vulnerability types. We guide the agent
to use specific techniques, such as error-based SQL injection, but this
does not yield a significant performance increase over generic meth-
ods. The framework’s primary limitation, however, remains with
Java Deserialization (CWE-502), where the success rate was 0%.
This is a known hard problem, as successful exploitation requires
constructing complex “gadget chains” that are highly dependent on
the application’s environment—a task our current data-flow-based
approach is not well-equipped to handle. We leave the enhancement

for this specialized challenge as a key direction for future work.
Table 3: Effectiveness of Automated PoC Generation.

. AUDITGPT

CVE/CWE-ID Type VULKiller (Ours)
CWE-89 SQL Inj. 58.3% 41.6%
CWE-78 OS Cmd Inj. 60% 100 %
CWE-22 Path Inj. 63.7% 81.8%
CWE-74 Multi Inj. 33.3% 66.6%
CWE-79 Xss. 0% 70%
CWE-502 Deserialize. 0% 0%

Average 38.8% 57.4%

4. CONCLUSION

In this paper, we address the inherent limitations of traditional static
analysis and monolithic LLM approaches in vulnerability detection.
We introduce AUDITGPT, a novel multi-agent framework that syn-
ergistically integrates deep code analysis with LLM-driven seman-
tic reasoning. Our experiments demonstrate that AUDITGPT sig-
nificantly enhances detection precision by effectively filtering false
positives from baseline tools, while simultaneously achieving a high
success rate in automated PoC generation. This dual capability for
high-precision analysis and effective end-to-end validation under-
scores the superiority of our decomposed, multi-agent approach. Fu-
ture work will focus on extending our framework to handle more
complex vulnerability classes, such as those requiring gadget chain
construction, and validating its generalizability on a larger scale.
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